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1. Who We Are

AHA Associates Limited ("we", "our", "us") respects your privacy. Nexar is our product line, comprising Nexar
Docs, Nexar Plan and Nexar Core. This privacy policy explains how we collect, use, and safeguard your
information when you use our website and Nexar software products, including where you connect them to
Autodesk Construction Cloud.

We are the data controller for the personal data described in this policy. Our registration details are set out in
the Company Information block at the end of this document.

2. Information We Collect

We collect the following types of information:

Account information: Name, email address, company name, and password when you create an account.

Authentication data: We use Firebase Authentication (Google) to manage sign-in. Google may collect data
as per their privacy policy.

Payment information: Billing details are processed securely through Stripe. We do not store your credit
card numbers on our servers.

License and seat data: A hardware fingerprint (SHA-256 hash), a license token, the product and Revit
version, used to validate your licence and manage concurrent seats. Our licensing service also records,
per licence, the number of seats in use each hour and the number of times a checkout was refused
because every seat was busy. For Education licences, recent hashed machine fingerprints and switch
times are retained to flag unusual switching for manual review. We do not record who was using a seat,
what they did, or which files they opened, and no feature telemetry is collected. Seat counts are kept for
90 days; Education switching history is limited to the most recent 30 days and is reset when a review is
cleared.

Network data: Our licensing service sees the IP address of the machine making a licence request. It is
used to rate-limit abusive traffic and is held only for the life of that check, then discarded. We do not log IP



addresses against your account or build any profile from them.

Support and enquiry data: The name, email address, company and message content you send us through
the contact form, the trial request form, or by email.

Education application data: Your institution email, name, institution, country, student or educator role,
expected completion date, the email used for Autodesk Marketplace, our Marketplace-record check, and a
document showing current enrolment or employment. We ask you to redact date of birth, photograph,
home address, grades and student number because we do not need them.

Workspace content: Posts and comments you publish in Nexar Workspaces, together with your display
name and company.

Autodesk Construction Cloud connection (optional): If you connect Nexar to Autodesk Construction Cloud
or BIM 360, you sign in to Autodesk directly in your own browser. Autodesk issues an access token to the
copy of Nexar on your machine, where it is stored encrypted under your Windows user account. That
token is never sent to us. Nexar uses it only to list your hubs, projects and folders so you can choose a
model.

Browser storage: We do not set cookies. Your sign-in session is held in your browser’s local storage and
IndexedDB by Firebase Authentication, and your language preference in local storage. We use no
advertising or tracking cookies, and no third-party analytics.

3. What We Never Receive

Your Revit models never reach us. Nexar runs inside Revit on your own machines, and the automation is
performed locally. Where a model is hosted in Autodesk Construction Cloud, it is opened by your own
installation of Revit using your own Autodesk credentials, and the model content passes between Autodesk
and your machine, not through us. We hold no copy of your project data, drawings or models, and we cannot
access them.

4. How We Use Your Information

To create and manage your account

To process payments and manage subscriptions via Stripe

To generate and deliver software license keys

To verify eligibility for a free Education licence, prevent abuse, and administer annual re-verification

To send transactional emails (verification, password reset, license codes)

To host and display the posts and comments you publish in Nexar Workspaces

To respond to your enquiries and provide customer support

To notify you when Nexar Core becomes available, if you asked to join the waitlist

We do not profile you, and we do not use your data to train machine learning models.



5. Legal Basis for Processing

Under UK GDPR we rely on the following lawful bases:

Performance of a contract: Creating and running your account, issuing and validating licenses, delivering
software and updates, and providing support.

Legal obligation: Retaining invoices and tax records for the periods required by UK law.

Legitimate interests: Keeping our services secure, preventing license abuse, and responding to enquiries.
We balance these against your rights and freedoms.

Performance of a contract and legitimate interests for Education applications: Reviewing eligibility, issuing
the requested licence, matching the Marketplace record, and preventing duplicate or fraudulent
applications.

Consent: Used only where you join the Nexar Core waitlist, so we can email you when it launches. You
can withdraw consent at any time by emailing us.

6. Third-Party Services

We use the following third-party services that may process your data:

Firebase (Google): Authentication and database services

Stripe: Payment processing and subscription management

Resend: Transactional email delivery

Cloudflare Workers: License issuance and validation

Autodesk Marketplace: You provide the email used for your separate Autodesk Marketplace download. An
administrator compares it with the download record available to us as the app publisher before approval.
Autodesk processes your Marketplace account and download under its own privacy terms.

We share only the minimum data necessary for each service to perform its function. Every third party listed
above is contractually required to provide at least the same level of protection for your data as described in
this privacy policy, and is prohibited from using that data for any purpose other than providing the service to
us. We do not sell your personal data, and we do not share it with advertising networks or data brokers.

7. International Data Transfers

All four providers listed above are US-headquartered and may process data outside the UK: Google
(Firebase), Stripe, Resend and Cloudflare. For each of them we rely on the UK International Data Transfer
Addendum to the EU Standard Contractual Clauses, on UK adequacy regulations, or on an equivalent
safeguard approved under UK GDPR, so that your data receives the same level of protection it would have in
the UK. You can ask us for the specific safeguard applied to any transfer.



8. Data Retention

We retain your account data for as long as your account is active. If you request account deletion, we will
remove your account data from our systems within 30 days of the request. Invoices and other financial
records are retained for 6 years after the end of the accounting period they relate to, which is the period
HMRC requires for VAT and corporation tax records, and are then deleted. Support correspondence is
retained for 2 years.

Backups are held on a rolling 30-day cycle and are then overwritten. If you ask us to delete your data, we
remove it from live systems within 30 days, and it is purged from all backups within a further 30 days, so no
copy survives more than 60 days from your request. During that window the data is held beyond use: it is not
accessed or processed for any purpose other than restoring the service after a failure.

Education proof documents you upload through the application form are stored privately and deleted
immediately after approval or rejection. If an application remains unresolved, its uploaded proof is
automatically deleted after 30 days. We keep the decision record, eligibility fields and Marketplace-match
result for two years after the final decision to administer the licence, support re-verification and prevent
repeated abuse; the uploaded proof document is not part of that retained record.

Where you send an eligibility document to us by email instead of uploading it, and we attach it to your
application as the evidence for a decision, that document is not covered by the 30-day cycle above. It is the
record of why a licence was issued, so we keep it for the duration of the licence and for two years after it
expires or is revoked, and then delete it. It is stored privately, is never used for any other purpose, and you
can ask us to delete it sooner using the contact details in section 11.

9. Data Security

All traffic to our website and services is encrypted with HTTPS, and HTTP requests are redirected to HTTPS.
Passwords are never stored by us; authentication is delegated to Firebase Authentication. Card details are
never stored by us; payment is handled entirely by Stripe. Education proof documents are stored in private
Firebase Storage and exposed to named administrators only through a short-lived review link. The hardware
identifier used for licensing is a one-way SHA-256 hash that cannot be reversed to identify a machine. Access
to production data is restricted to named administrators. AHA Associates Limited is Cyber Essentials certified
(certificate 2b1bbe26-9593-4c7b-9365-8071af1dc94d), independently verifying our controls for boundary
firewalls, secure configuration, access control, malware protection and patch management.

10. Your Rights

Under UK GDPR you have the right to:

Access the personal data we hold about you

Request correction of inaccurate data

Request deletion of your account and data

Export your data in a portable format



Restrict or object to processing carried out under our legitimate interests

Withdraw consent for data processing where applicable

11. How to Exercise Your Rights

To revoke consent, request deletion of your account and associated data, or exercise any other right listed
above, email us at support@nexar-group.com from the address associated with your account. We will confirm
receipt within 5 business days and complete the request within 30 days. Account deletion removes your
profile, licenses, and associated personal data from our active systems within that window; backup copies are
overwritten within a further 30 days, giving a maximum of 60 days from your request. Invoices and other
financial records are kept for the 6 years HMRC requires and are then deleted.

12. Complaints

If you are unhappy with how we have handled your personal data, please contact us first so we can put it
right. You also have the right to complain to the Information Commissioner's Office, the UK supervisory
authority for data protection, at ico.org.uk/make-a-complaint or on 0303 123 1113.

13. Changes to This Policy

We may update this policy from time to time. The date at the top of this document shows when it was last
revised. Where changes materially affect how we handle your personal data, we will notify account holders by
email before the change takes effect.

14. Contact

For any other privacy-related questions, contact us at support@nexar-group.com.
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